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CLAIMS 



What is claimed is: 

s i. A system for fac ilitating diagnosis and maintenance of electronic control 
5 networks, comprising: ^""^ 



i 2. The system of claim 1, further comprising a memory storage device 

15 connected to said at least one wireless ground station, for storing transmitted messages 
monitored by said wireless ground station over said wireless communication channel. 

3. The system of claim 1, further comprising at least one user terminal 
connected to said wireless ground station, said user terminal comprising a graphical display 
20 whereby information relating to said transmitted messages is displayed. 

LA-149085.1 66 




ni 




Patent 
251/068 

4. The system of^laim 3, wherein said user terminal comprises a user interface 
and wherein said wireless ground station comprises a ground station transmitter. 

5. The system of claim 4, whereby instructions regarding diagnostic or test 
procedures are transmitted by said ground station transmitter over said wireless 
communication channel in response to commands entered via said user interface. 

6. The SVStem o f r}^\m 4, ^ft^hpmhy an in<;tri irtinn^^fn tprminatp a diagnostic 

session is transmitted by said ground station transmitter over said wireless commlyiication 
channel in response to a command entered via said user interface. ^^^^^.^--^^ 

7. The system of claim l^^^ftjffner comprising a diagnostic and maintenance 
information database conpected to said at least one ground station, whereby information 
relating to said cemrol network may bejetrievedTn response to a remote request received 
from s^kfwireles§jdktgffosU device. 

8. The system of claim 7, wherein said information relating to said control 
network comprises graphical information relating to said control network, said graphical 
information being displayed on a screen display at said wireless diagnostic device. 
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intermediary unit containing said transmitter and receiver^for^^ommunicating over said 
wireless communication channel with sajd-eofffrol network. 



The system of claim 1, wherein said wireless diagnostic device is configured 
to transmit, in response to an entered command, a forced output instruction to said control 
network over said wireless communication channel, and wherein said control network is 
configured to respond to said forced output instruction by selecting values for one or more 
inputs to a controlled electronic circuit such that an output of a control network element is 
forced to a predetermined state, in the absence of a fault condition. 



1 1^^ Arirreltr537^ompf'ising the steps of: 
transmitting messages between a wireless diagnostrg.,d€^e and a control network 
over a wireless communication channel foj>Hle purpose of testing or diagnosing said 
control network; and 

monitoring the^4r^nsmitted messages at a wireless ground station, said wireless 
ground stajiern comprising ^ _gix>uf»d---"sranon receiver attuned to said wireless 
Snchannel. 



12. The method of (claing 1 1, iurther comprising the step of storing, in a memory 
storage device connected to sai^ij wil^les^ground station, transmitted messages received by 
said wireless ground station. 
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a plurality of wirHrrTgirnTrrrl itntionn^ nt Irnitjwj^fjy''^ wireless ground stations 
comprising a receiver attuned to said wireless communication chaffnel whereby 
transmitted messages between said wireless diagnostic device and the control /fetwork are 
monitored; 

a ground station interface connected to said plurality of^y/ifeless ground stations; 

and 

a local area computer network connected to^id ground station interface, said local 
area computer network comprising one or nore user terminals, said one or more user 
terminals each comprising a scp^n display whereby information relating to said 
transmitted messages may be^splayed. 



21. Jme diagnostic and maintenance system of claim 20, wherein said wireless 
diagno^ device comprises a graphical display device connected to a wireless 
fermediary unit, said wItpI^qq jntprm n rl ir n y-rrrrir rnmaininp; said transmitter and receiver 
"communicating over said wireless communication channel with said control network. 



,9 



) 



y/^- The diagnostic and maintenance system of claim ,2^further comprising a 
memory storage device connected to said local area computer network, for storing 
transmitted messages monitored by said at least one wireless ground station over said 
wireless communication channel. 
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^ The diagnostic and maintenance system of claim ^ whereby instructions 
regarding diagnostic or test procedures are transmitted by said at least one ground station 
over said wireless communication channel in response to commands entered via said user 
interface. 

The diagnostic and maintenance system of claim^^2^whereby an instruction 
to terminate a diagnostic session is transmitted by said at least one ground station over said 
wireless communication channel in response to a command entered via said user interface. 

system of claim 2 0, further comprising a diagnostic and maintenance 
information database connected to said local area computer networl<7Whefehi^ 
relating to said control network may be retrieved in response to a remote request received 
from said wireless diagnostic device. 

26. The system of claim 25, wherein said informati.0n relating to said control 
network comprises graphical information relating to>€i1a control network, said graphical 
information being displayed on a screen disp|a^t said wireless diagnostic device. 

27. A diagnostic apeKmaintenance system, comprising: 

a plurality o^/^ireless diagnostic devices, each cojiipRstrif^ transmitter and 
receiver, said/cvireless diagnosticdgyi^eT'cornmunicating over a plurality of wireless 
commun^ation chdP^^ one or more control networks, each of said wireless 
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13. The method of claim 11, further comprising the step of displaying 
information relating to said transmitted messages on a graphical display of a user terminal 
connected to said wirelesslground station. 



14. The method \ of cl 
instructions regarding diagriostic 




r comprising the step of transmitting 
edures by said ground station over said 



wireless communication channel inVesponse to commaKids entered via a user interface at 
said user terminal. 



15. The method of claim 13, fwffher comprising the step of transmitting an 



instruction to terminate a diagnostic session from ground station over said wireless 
communication channel in response^^to a command entered via a user interface at said user 
terminal. 



1-6 Ihc method uf Llaim I I, furliier cunrrpfH-&mg,^he step of retrieving, in 

response to a remote request received from said wireless diagnostip^evice, information 
relating to said control network from a diagnostic and^jrwifitenance information database 
connected to said ground station. 



1 7. The m 
network comjgfn 




ting to said control 
Formation relating to said control network^ said method 



LA- 1 49085. 1 



fiirthpr rnrtrprk-m ^hp Qtpp nf rlicp ln ying -< ? a4t+-graphiral infnrmaTinn nr 

said wireless diagnostic device. 



Patent 
251/068 

lay at 



\ 

18. The method of claim 11, wherein said step of transmitting messages betwe^ 
said wireless diagnostic device and the control network over said wireless commurncation 
channel comprises the steps of transmitting messages between a wireless inten^diary unit 
and the control network over said wireless communication chanrj^, said wireless 
intermediary unit connected to a graphical display device. 

1 9. The method of claim 1 1 , further comprising^e steps of: 
transmitting from said wireless diagnostic xJevice, in response to an entered 

command, a forced output instruction to s/fd control network over said wireless 

communication channel; 

receiving said forced output ins^ction at said control network; and 
in response to said forced output instruction, selecting values for one or more inputs 

to a controlled electronic circuit such that an output of a control network element is forced 

to a predetermined state/m the absence of a fault condition. 



20. A/fiagnostic and maintenance system, comprising: 
a wireless diagnostic device, said wireless,..--d4^[gnostic device comprising a 
transmitter and receiver for comijLUfrfcStm over a wireless communication channel with a 
contrdll^netNA^orJc-vt^^o^ network wireless interface; 

LA-149085,1 70 



Patent 
251/068 

diagnostic devices programmed to perform at least one diagnosis or test function renting to 
said one or more control networks; and / 

at least one wireless ground station, said at least one wireless gneujnd station 
comprising a ground station receiver attuned to said wireless communication channels, 
whereby transmitted messages between said wireless diagnostic d^ices and said one or 
more control networks over said wireless communication chapmels are monitored. 

28. The diagnostic and maintenance svsrem of claim 27, further comprising a 
ground station interface connected to said at l^st one wireless ground stations, and a local 
area computer network connected to /said ground station interface, said local area 
computer network comprising one or more user terminals, said one or more user terminals 
each comprising a screen djgplay whereby information relating to said transmitted 
messages may be displayed/ 

29. The diagnostic and maintenance system of claim 28, further comprising a 
memory storage device connected to said local area computer network, for storing 
transmitted /messages monitored by said at least one wireless ground station over said 
wireless/communication channels. ^ — ^^'^""^'^ 

/ 30. The diagnostic apd^iriaintenance system of claim 28, whereby instructions 
regarding diagnqsjie^ test procedures are transmitted by said at least one ground station 
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31. The diagnostic and maintenance system of claim 28, whereby an instrucjron 
to terminate a diagnostic session is transmitted by said at least one ground statipri over a 
selected one of said wireless communication channels in response to a copafnand entered 
via one of said user terminals. 

32. The system of claim 28, further comprising^*^ a diagnostic and maintenance 
information database connected to said local area cprnputer network, whereby information 
relating to said one or more control network^/may be retrieved in response to a remote 
request received from any of said wireles^iagnostic devices. 

33. The system of clam 32, wherein said information relating to said control 
network comprises grapKical information relating to a control network, said graphical 
information being displayed on a screen display at the requesting wireless diagnostic 
device. 



3^ The di\agnp$tkr^^^d maintenance system of claim 27, wherein each of said 
wireless diagnostic devices is portable. 
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